NG E

HUORONG SECURITY

N R2S

S

\

MR E

i

=

1

122 5:V2. 0

AT =
& 5 =
4’?‘:’&’ -

e
T
oy / 7
= .
..... =
sk

i e e
a e
5 e =
- -
o
L -
_
o i - rd
- P e LA
-Sﬁ‘g\'ﬁ il T e
(;&" = ..-_‘
e K
i S0
= ks ot -
- @ ﬁ”’t’ﬁ’v s
'-.‘\ ‘:ﬂf?f:_"‘a
= ﬁ i
»,
e



KPR BT EERSV2.0

KALIRREERRGEV2. 06 T1. OMAREEZ WA~ Mz D iR, BT B S txddll AsMRAESE mHBGirTheE, AR T
et FRIRERFSEEMAN, AT ZmiaRaEE. SR, RELNEENMERMAAL, ILERRENL, FToERFRF
A = S5EE 2B,

B JasnreEERs A

ARER



- PO winEns: EHTHR, KPR

>3
ONTENTS 02 HSTHE. HAREE, HRR

[E]

(]

LN mRtter: FaRsRE, FR2A

04 &R "mEBEZERRF, XA KXEIT



KimEfck: BEATN, BIBTREE




KinREHEL, BEUNZIBRMER.

“N A RR” HRIRCER, LENIEXEMERERNE “EHPL” , AEEEAENTREVZSRKA, AREETHNESFIELY. §ERNREREE.

= asumewsuRs

ARSERMREN TR IR ®

o HENKREHER

ZENSEATERH o

o WRAZEEHET

o MEWHEHER

o REMIFEHET




)

=l
3HE
g
s
1T

XFESZHRILEE, FREBEN). B EEE, Kt
A MEBFARZMANTERESR, BRRETEA.




)l)a'
e
mR
\p=!
1TLL

BEHRSAEEE TR, EF. T4 [REEE] . UREE
1. [H~EE] FRME, HIFEXNRMEAT “HE M. 2%
E” FME,




IR EIE

& JosEReEERg Awisr o & © &

B o D

wEER
ATSEIXUERIGE . [FHIRE. USBLLEM K. USBAZLM&. FTENHN.
FIR, BEFHITRENERSEMR, HIHURRE. EEREL
OX Ry QIR 4E .

]

B B 8 ©




IR EIE

ERUE

AU ITIHRACEIR. RFRBEVEEZR. UBET, FRSXHE

BIRIP. R E R A)EINHIPRINEE




NN ]

=  § emiEzeEERg Awmgr o K © 2
RAIEE arem) |
ARER B IRE R TREIE S %RE. 2EFR. IPHIMER. 7’
AT HEER—B TR, o




NN ]

= Q) xesmizegEns AwmgE o K © 2
mEEE aanT)

AREHT KBS HSRRERHITRIAEERIE. T HENLSH
. SIOEEEV PR




R

t
M
e

AEEIC

BASHEILRIE. TEEXREIMFEILCES, REVET

JEIHTL.

o o

B o

«w




R

o o

B o

«

& JosmneEERG

BHEEHE

e

REHREERE

IERMEHMLIRF~TERR, SEEGNEE. il BKF, @

BYEA R R TR TERAYNEEMICR, FEMSHEITS
T1%,



HiEfka=

=  GRERLEERG Awugs o K O &
M I; A1 IERERE 2T
E If\ E ﬂ MACHtiE MUEFR = Y MIBIME < EERiaE Aithitsht RIFATE < IRAFE -
XFENERIRREER. RERE. RERE. WEE. ez i
AR, (THEE, KIREE. RGEEASHICRMGT, H7
VAR ISt PR A= 22 B B SRR




HiEfka=

RENHWE

AN KARERIFEE. NEIFEFARHITLE, HRHINES

. ¥R (Worm). RiR7

TR, FENETR S MFREmETIE.

B (Virus)
ke
HEH:12

(Ransom)
16 5k 2

&7l (Backdoor)




L

‘ﬁ' m %ﬁ AR

BIEEEARG, MREEROESH. MR, KEEAEEEN

REBRERIK. SHARLFRE, VRFHAFOUEEEH
, REBIRRENZFM.

XHEH




LVETE

= EE

B EBREER” KF, ANMAEEEEEER, sEESHOAR
EHER, L. MUEBARTIEE.




7= A B ]

API¥EO SRR IED
BB AR TR IFHAPIED, AHEHRESS AENE
%) TR, HESHBEAARETRNEHRNES, SERE
Al ASHEHR, RIS, SRR, LORESRS, BEEMRA

F. lEE~mTE, REREHTHESKNESFITNEE.

7 i \ %ﬁﬁ?ﬂ?&l&(&ﬂ]“‘é
AR 2T EPU SMRT A



umbhiF R : IORIEE, JAARFGIH

nx
=<l

\




N 3

— BEW%, BRER

mAE “BRBRE . “ISITARER KR, ET “EULE” MR,

1O;

18 R 7
KApzEMEN “BRERT” ZATRTEZFRE “AK” , B
B&AZEHEFEEELR, EEAERMAREDERRRIPEKD,
RIREFMITH. BEit, MEERRRFHESIENFHSHETESHE,
KFZE “BRER RRAFRESERNBENT. RDRESRE
REET A H B R XX

BEITAFHERISEFIET, SEFR. KXk

T TAER
KR 55 5| EI8 T BRERFNIC SRAZFF S AR FE R IR S B 37T
A, BERAXDTEEANEFNEETARITITMG. TRHFEW
MEECRBHE, RAZEMNITASEMNFSTARALE, M
AUEEHE RS, BEit, MERRFESSIZEANEERY
EFIBrmER AL, KSR IRROR A B Mm-S M
FARFHE



I%%&ﬁﬁﬂ%

= IR, AR

B D BT

HEARHEZLRAA HR SIS AR E LA BIAS N BE

RIS B L FE



Iwﬁ&%ﬁﬂ%

= FMRE, FZEMEIT

s O BITBIE, F—AEEERRELHE. BRI

. @ MEPERS. ERESHRLAERSEBHEERGES. TIREXHE.
. ° . - O ERERTER, SEREHRATHBNE.
i oy - O sErERTE, BRER, WRENESHET.
N L © FxEBE0E, TIHETERN.



% R ERNE RS

—. WEFTEIFNR

RBREFREFFBLHENSLTEEIERES, BEAITHHS (BEHAE) , AUHELEEMTEREFNRGEHNREMER, RIFLIRESS.

i

3 SR HSAE TR R U RIP R REEE BB 1 B 2 Web ¥4

¥

RgmE - TES  RRIMEEE RERE BENEH | P 38043 B E X FriR Rz A fn [ BI& K RIP

¥

R REER

¥

N g =3 DA =F:31 & [ESIE By 37 xF B 1= 18 F 3 4% By 7 R T =& Web Al 55 fR 47

KBYARBIIFR Z



% R EDNBE RS

—. ZRREDHERSG

¥4 = 28T AN
FILE R — ; @FFHEE BFRERE 153481
\ B %) [192.168.3.177) HIRKIE , ERELE

BT IEA]

01. RyERIMLEEHE 02. &/ MR IA AL
KAREFBAGTTRIOGIE, TR B . RE . R B FAE SR TIA, IRBIEH M Botnet . RATRISI A2

RIERF" =R iR S IZE T2 E TR - FEEZRNTEREHHEITER, TFEALTH.



% R EDNBE RS

03. MR BLE R AR
X7 BRI WebBR ST, 1RATONR “EMM T , Rip%E
ERARERGA SRS 2T REWE.

04. RDP§SO4 1B
BERBIES IPEESIRE, A ERREE B RG .
Jt B3 Fi FIROPEE O S A\ B R H SRR EE.

HEEEE

jg/’\ '_j:_‘-it

5% [192.168.5.25] HIRILEING |

FIRILEFHIF

=3 [192.168.3.177] HIRRL

]I

SrELE

15358l

EELE




% R EDNBE RS

05. Rz FATMEIRG I HA 06. £H R RS E]
ST RAPIHIZT R TISN, BLRERAEREFRREENRE RTRG BT BRI SERTRRSH . USRS KTts0
A E BRI £ % R . NP

DIREHR

Rz AN ARGTINE 159810

java.exefifiCRZFINNERAN , EFELE SHFRIP-AutorunBe ESUMIE(WIn7 T)RYZ....

iBPRATEIEAN iBhRRTEIEAN




I s BUAMEIR R GE, HUTEDRDS 4R

—. BAMBR RS

KB BME TR Z2 5t SE AT R & B BX Y R 77 FE RY B

B AP BiRMEER “BREHIRE” HFREOMGIE,

2,490,660 - - 1,387,113 5,909,756

eoe®
L BEESHES S L HHERIRH S 290 MILRRH S



EHIBN B RS, FITEDRBIIFRER

—. EDRBy3FTRHEE

KintREMERE, AREBERAGWNY, @I TNLEEFR

fRRF R, BRIGEHRANAELR.

Detection

8 IR, £ RARBAMER

»"/

é’%ﬁ#‘a Endpoint . NR{LEME RS
“NHREHE AR |

Response

Bait NTOWE, [BRARARMEEGERERAR






RELT

Xt B ALA 15 AR B4 IR ER 1
BECERRAE, TEMIE
B

VN k14

REREALIE, =HERER
RATRERR. 20 MRF
REFRIRERRITA.

i

=)l

SRZE)N, BEEEKR,
BITTE, NMESEMERE.

EHoS

THEWMRAES. LinuxER
R mac0SHR L, H I
Bt R R &R



Nl iR2. 0 RS &L

o
—4

LinuxARs528hi
Kim

XERS:
® CentOS

® Ubuntu

© SUSE

© 4{5U0S
© FRIAIBE RS
© FRITRERRS

[O)
® i (Loongnix) <
RiThR

&/

Linux& 4

Linux&Ehk
Ri

SRS
® Ubuntu

® SUSE

© F{5U0S
© SRIAIBHES
© HRRILIRE
Oy 124
©RE

® #ith (Loongnix) &
RITHR

© x86_64 (glibc 2.12 K2 _Ehfeas). MIPS64. AArch64
(glibc 2.17 J2 LA _ERRAR). LoongArch64 (glibc 2.28

R LA EhRs)

X #CPU:

© XFFIntel/AMD/kBE/ERES /IS /8 /e i5FCPU

II)Q'

A

Linuxhi
AL L ST

XERS:
©® Ubuntu 16.04
©® Ubuntu 22.04
© CentOS 7

© CentOS 8

© RedHat6.1

©® openSUSE 15
® UO0S-20 (4i15)

® Kylin-v10-spl (FHE) %
RITHR

&iE:

© x86_64 (glibc 2.12 % A E
h&7s). AArch64 (glibc 2.17
R L ERRE)

X #CPU:

® ZFFIntel/AMD/ %R /8RS /
K/ 8 FCPU

WindowshR
Kim

XERS:

© Windows XP (SP3)
©® Windows Vista

©® Windows 7

©® Windows 8

©® Windows 8.1

©® Windows 10

® Windows 11

S#EFCPU:
® Intel
® AMD

Windows&%;

2

Windowshx
AL LT

XFRS:
©® Windows 7
® Windows 8
©® Windows 8.1
©® Windows 10

® Windows 11

.

WindowsServerh
Kig

XERS:

© Windows Server 2003 (SP1)
© Windows Server 2008

©® Windows Server 2012

© Windows Server 2016

©® Windows Server 2019

® Windows Server 2022

2

WindowsServerh

AR

XERS:

® Windows Server 2008 (R2)
©® Windows Server 2012

©® Windows Server 2016

©® Windows Server 2019

© Windows Server 2022

macOS&%:

®

macOSHR
Kig

SRS
® mac0S10.13% L _Ehikzs

X #CPU:
® Intel
® M1



g R ER Ml R <

@

5%
F FPERFA

KAREFARE] INERET, KIE~@REETHS.
WE. REFIFEFITH, HRNEHEMBRSIRERRGE.
R RIRIT A, WMIRAZTHER.

Il

(S 7akd= 1l
HERE

SNEAT. Al ElFNARR, KgReMRAE: ‘8
ERAPBIRIAM. BIRAENR, T2 EERPEMHE.
HRER" -



Iéﬁﬁﬁf?%

—ER, NARSHEERURSHER ERMEAT, SESSEETE0RRBE | SRR G R B SR ERE =Py
SRR R GRS

@ s G) deepir 2 7% @ 1t s Qs BT

M Ubuntu Kylin UNIONTECH

£ KyLIN : -
['} 5 TR & LOONGSON TEiw

LOONGNIX PhytiumKEs




b |

M ARSS 7%

1 2% o) [

N g‘. 7 D Ny
—. ME™ERNRSARIE
KGR ELBLT—ERE, BUHRSEESTRE, BEEPWERF. KIER. BRSENENER, SBRAARFEMR. FRFL. EEME.
ERIfEGIRSZEHEXEER], REE S TIEIMEE. AR,

£ ERARF
FmEhERR. MEES
R 2R AR 55 SR SR it

AR Win, HERR 2 K |RTE R
BRARE(EIKHE “HEZSFFMNEN RO T A SEFELEIIRSE, MR LIRS
o ®)

2

A .



F O G ®

b

12 Ml [z

ESIE RS

HAPRSFaMmARS

ISR P

EAEHHE

ERES

[AESBUG DhaEzY oS i)

(BT &S MHHE S MR TBHEITEM )

FEL S FF AN Rz Rl

IRSSAtiE : §H9 - 30-18 : 3




17, $XARMRET K[E1T

H
oa
ﬁ\uﬁﬂ:l
itk
s
B




50% 4l 31Tl

HARBN

7

=

o

£E

{5



=B (FR5)

Lraen

CHINA TELECOM

IHTHERR

ik |

Zhejiang University

EREMAE]
TE GRID

) WEE-EHAGRARGEL
EREN.E NN
AR A 0 R

7

© i IBREYER

ZHEJIANG DAILY PRESS GROUP.

[_’/- BLKSIHRIBFRAT

. PERE TEFRAE

China United Engineering Corporation Limited

@ Jemthek

BEUJING SUBWAY

=] 4k 8 £ F 5 R 2 7]

HINA HUANENG GROUP CO.,LTD

@A WA R =&

LR a3

7~ WEEBOSmEIRAS

@ SHANDONG PORT GROUP CO. LTD

b §u £ 4

Hangzhou Noi

é PEIRTS N ZE
CHINA EASTERN

AR THRRERB AR EIRAR]

ZHEJIANG ZHENENG ELECTRIC POWER CO,LTD.

EEBES

WIS H




AP (8R47)

St &3

"= R #% B W T

o) BRI C) 7 I £ RaAR 55 A

Wansun Financial Services Group

TONHE FLUID

Hz2

HEX -7TEE

ﬁ“ﬁ GDS FE&E

70 SEE 125 wam thiz - SUPCON

S‘J %I E R

Intornational

o

Joyoung npg @ BB

"o ®

[ ¢ Y=L v HEMIRTT

‘( BEST LOGISTICS GUILIN BANK

RN < =Frmem

BAODEL! % Health 100

RAVOQ

ARG TREFTUERABRASE

ko R,

ZHANG XIAO QUAN



—. BTk
EIE S 3k

EriTIAERHERTEEARNERES, X
WARERBEITRANGE—F#R, SHEH
=R REA%. EBBRSE, =R
B35, SFBIEERANAMEIREITREK
Mo RE—FHREE, TREBRETHRZE
SHRRK, TENZREEHHEITHIRULE

==
Do

“NARIRREEERG” , BIRERSHE. RE
Brfel. MILEREHEN. MhinliEdl. HAER. RRIEEF
BE, AETEUKNEMEIRMNZE/MHIPMEE, WE
EM— AR E RS, B BRI ~aR%.

RN £, RERRLI], BEBUES;
AEIRIRMA L, BB, EHRIRBTIF;
EREEEL, H#FG—EE, ’REH—R;

i FEME, BIEEREE, WFHZREDLE.

*» % % *»



—. BEERTIE
18150 5 Bk ik

HE THALARHEZLIHRERE. BRE
MEERRL R, TENMNETENE. ik
1TA. TEHEARD. IMENFABELAEZSE
mEEEERE. TOEWRCEHERS,
AREHRAOZ, SBARGER.

ST ERRMATAL Bl N ER R um Z BB B, KAREIE
BHEBAREEREE, BRT ERAYERMENIFI L R
|\, E)IT}AHB_L];F'fE\ ﬁéglﬂinv”\ Tﬁﬂﬁm\ ﬁé

Ko, ReMEFHERERIRE,

* o RREIRE: AR RIRIRTEHE, MRE/HIR. N
R REMBEIEEITRE RN

*  REKE: UEWREREHE, WHFRES 4
TERE, RmEERFERUESTRE.

* MEEW: UBMANMRROAR, BT ZERP,
WMNAE BHZSIANIETREHE RS .



= BT
EIRE S 3k

rARRIRED, ©ARXERTIRERE LT
1TH—E#, ER7EELBIME, Mk
HEIG TR NEIES . EGTHRERFE AL,
TETHIRTRNRHRENEAES. £
B8R & RRESITHRERMR TS
REZEIE, SEEMEBLS.

MEATI R /PR —IAMRAIBEET(E, me

IfEAZ W ERIMES R, EFRELXF. “AHL

InREERRG AMEK, 2% mE=TE@E, BE&

EH R ERREE, ATt ARRE B, MR

HIR XS o

*  BIEMENER, UEDRZERRAEA, RIE
REH AIRBAR R BB .

*  BERERGIFEE, FRAAREIE. THAE. I
MRE, HE—LpEEE.

* BEEEREEERE, RENIMZBIRBEIITAEN
ME, LB TTERSN BRI KENT



AR 55T

ATEHFHMRSZT KEWLAR, KAZEARSKEFEEEN. BT oHE, I FHEED, RITEBSFRREENUKAET SH
BEHIRARRSFEDMEIR; BRMNESRBEAKELAFIIL 35S, BHHEM0AN.

A

KFREEFXI ETHREEHRNE




XN BE

—EHR, KFREMBEEREIIEFEFEEMANNRARTES =M, &R KE/ERFERARREE. B=ZEAT, KAZR
ELEAMAERNRAN R RES I ZiEME.

BNFE, BIF@mSEARBENER, S HNRIEN, ka5 A". BXLENBNEME, PULIRTEFIEHLE imEriF
SuE, BEEARMRSERE, TP KAFPNKIRRE.

Lenovo. 7 sEER DP tech

S IHEEVRV
R T 2 S

= XA d bi= - SUPCON

TianJi Partners




by R4

i = S
g B
AEE®E
PR

= lTS:che] =il
EEIGE

R T

RSB HEIRE
it

AHEEREE
JREMHEE
R EHEE
PR E{bigictl= RS
e B &
FREEERE
KIFEEHE
RAEEHE
ZEOIRE
SyslogZ £ Hi&
SyslogFték BiE&
SyslogiEA BE&

EHIRE
USBE&M
USBH L&/
FTENH,

FEIR

B
BEARE
fEEUS

L .
%0 3 . . * 1z
il PN C/S-B/SERH EE B AR
AT IPEZ & Windows£ &% BT AER
BHTERS 8 il EF R IR RS R
RISz S LR ARY
IREXERE o
SR BB R
B2 | KBEIEIRRY
------------------------------------------------------------ LT AR
A IMER R
RS . :
B . ZGRHE
S x4 3 1L
BRI R
U R :
A o PN VN - SRS
FRRIP S SRR
BB WA BIRR PR il
Webi4 FROERASIAIE 7
e e\ & ¥ R A T e P
BAURAB AR A g
........................................................................ o B T B
, FReE
- i - MR e
BARPTRRMBEET oo R R HEEH
REEREHTRME e S oM 4 B b1 75
BRGESATOY . ] ; i BP REB SRR
LK 5 T EDREE#R * SRS B P e B
RGP E AT, #3% (Endpoint) HMEH R THE EEE S H e
%5 S M A ET A # (Detection) AbEZEEH) &R FERISMEE WEBRS 24" MRS E
BIER S S EE ATk MGz (Response) fERAEifh BRSNS ME Ly led ez b S Vakial Sl

Limin
KIRES BT A
Kinhk D HEE

B RE XA R R R
KIHE—E S
HE X IhAn s
ZHN LIRS %
L IR
LDAPLEZZEHI S N\
RIS

WREE

AIHPRE
IPEETE 1% &
FRESSCIFRE
Xtk

VRS B
KintrEEE
KRR I

AR5 (&

D724/ \BY DR R
| SRR
DR AR SS R b

| PUEERETE

| AR RY
oS
| AR RS
| ERRRIRS
| EIRAI
LB TR

FUCTE Y
F#LogoEH!
SRR ERE



THANK YOU

BMNEFERmREI, RETWH~mMMEERS

o _-E LR A ARE AR A

ZaTR Beijing Huorong Network Technology Co., Ltd.

It FEHEAHR A EERmIR1SShinE KEDE4E

Floor #4, Tower D, Ruipu Building, No. 15 Hongijunying South Road,Chaoyang District, Beijing. China




