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HUORONG SECURITY

hAX 7= B
X HERRRPEZRNEFERMIRFIOERF, MIERAANER KB RAT
(LUTEMR “kRARE") FE, EEDA IBXRE “KARE” BEENITFE, HFRF
BIERARSIA. Efle HZi, “RARE” HERIMEREXXHERBBINF,

MBRE, BAFTEN. EAIUSIRAES. RERFER, RE&EMXMt.
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BRIERAL oo,

FERMIBAT .ooorviererrie et sesee

REAFEIRAIHEL oo,

FEARTIHT o
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NHRGE

HUORONG SECURITY

KIFAP RAARENRHHNRSWR, FIUBRIPKEAFNRST S, BARIFE

DAIRAR REEEIRREMDZT 4o

=|-
~

SR

TR (Malware) BIEEEARD. G FR. BRAUGSEFEINNEHEEEER
RIEXHNGER. BT RRNEERGESRE T RAERS, FIBERIMEEETIM
M 2007 EEEFSE, FETERMIYRES N, SRRGBESNREERAES,
ERANEMZANXXAHRR. BENEREEFEALARERT NEIMT. FE3EFEEKRN
LRI A . FHERNA T RARERENAESE ERRARNY A TR LS.

BAERY, G EEETRERAMIINEANEMITGERZS, MIERNARENAH

i3

>
Ro

>_%|.

B

RERU—HgIET S (Adware) BF, XEEFFEFREIRE EEFHIES.
HIREERRITHAP LA RANEN. XEEFFABET —REX ERSTUIANTER
WEMEX, BAXNAFERERBRS~ERIFNREIE,

EF ERREA, FRX2WMAERENT FREKRERHAITEN, ZHERLUNGSBILE
BFIRS R E12F (Adware) , SRR TR ZINDIERE (Potentially Unwanted Application,

Bl PUA) , SEMREBEEMHAREESE U not-a-virus:FFLBIE o
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HUORONG SECURITY

1=

MARNE S FOIT /BRI SRR, MEMS. IETHEMRRMBIRERE. TER
BRI &HIEES, HETRAHERNITA.
EEFR, FEERMERNSHIAmIEXT, BRESH “ERRA BdZMERNITH
BAFNEREN WY #HITRAMMRT, FZREENTH. RIBTHRE, £FE
E-EReRHESEEEESRAENTH, XEBTERN “RR” EELLBARY 58

# BN TH.

FRMEBAE

EEBMBERR, MERRDEIE, HESMuE. (FEMuE. BiEMLL. IBHEMLE
FRMNBRBRELREMDERAFNINEZRE, BANGENEARSHASRKRNRFIBRF

&, XLEMILFFEAARBENEIRMEMERE, FELUREMIARBRELREHRETE,
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NHRGE

HUORONG SECURITY

TR EInAIPEA

ReRH5LReRAMENREEREEEN LT INHE, MATNFIITIEHRARNE

FR7E 2007 F LU, BNEEXMBIAHR 2Pk,

SZRE)

RAWINFRZHEH, XBERVERARENLE:
1. BELNAHESRY
2007 EAIBRRER AN KIE, L Trojan/C2Lop (W RE@EFEINERA
2879 Swizzor) ARRMNEMBEX T REEAARE RN, UBRIESIERINE
BEE (Wrapper) HEABZARAMKE, FRTL2REMHE. BIERAZET
BRIk, BIZEEYL. BABT (Generic Unpacking) HHAFIERNEME
HEZXE;
2. BRIHHRIEER
MEEBRNARRE, ‘" BSREATZLRMG, R2REERRMEH
R IERREAKIRS. A, ERNNEZBAUGERT ‘=7 , B, KBR
HHEEFBSIRETE, IXITENESRET, B ABHRRIEEEZEAN
RARRE” , RibED, TRAGHE. BRAERE. REKBESTSE &
ERHEREXTMEANESRAREBEN, WRERHEHRT EXBIBL;
3. WEFERSTTK
WEFBEMZTHERIELEERRERGEIRIMEZ— EEFIB ELRE
WHIBNR) . SRR (APT). DREEE, WENFERUMARRE. %
FHNETHIZEENES. SLHERFEIR AP FTEER . MG
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HUORONG SECURITY

XJVESRERNANRE, BT T ANWNEZ D HEER T IR BB RN

XFBESD;

i 2 it
THNERETHNEAHRFSSIEEET 1900 SHAESHNKREER TOP20, H
PE—MPRRTHE—FEE R LA AR, 71 20 MFEHEE 7T 400 HiFd,

K mES e HER Top20
(EF19,018,780%E7K)

HVM:Adware/InstalleRex.gen!A 1 477,424
Adware/SoftPulse ] 404,465
HVM:Trojan/Injector.gen ] 362,658
TrojanDownloader/Ogimant.p ] 337,406
HVM:Adware/InstalleRex.gen!B ] 262,519
Adware/Linkury.a ] 219,260
HEUR:Trojan/VB.Fake.a ] 209,135
HEUR:VirTool/Obfuscator.gen!C ] 205,163
Worm/Picsys ] 201,326
Virus/KuKu.c ]| 195,815
Adware/InstalleRex ] 190,149
TrojanDownloader/Tugspay ] 186,614

Trojan/GameSpy.bo!gen ] 168,488
HEUR:VirTool/Obfuscator.gen!B ] 156,252
Adware/InstalleRex.d ] 151,348
TrojanDownloader/JS.Agent ] 150,541
Adware/InstalleRex.b | 147,772
Virus/Expiro.p T 130,242
HVM:Trojan/MalBehav.gen!C T ] 122,069
HVM:VirTool/Obfuscator.gen!A I ] 121,605

0 100,000 200,000 300,000 400,000 500,000 600,000

DGMREAEL

MEERNRSZATUER SXEREBEHMG (Adware) HIETRABLLA, BINHIR

EEFREBRET DR HEE, TSR THIE:
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HUORONG SECURITY

RS
(EFKF2ES5 | HTOP20, #H4,400,2514 74, 1£19,018,780%4)

R
58%

MR TR

B0, Al 20 It HEE AR 2% R SRIRE M, B RS LLHITE IR

LA RPLEFIRHELE EXAY,

BT RERGEFABREREEREREFRENTERTA, FEREN HKYEFREERY

TR, FIUAR2REHERT —ERNSi. AT, BEXEREHFERERAREH,

MEZNERBZFENIZEE,

Foh, 2 FR, MEESIRNE KR, BoinEERBNNEREERNBEN LHE

=
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V) RgEs

HUORONG SECURITY

NBLZ BRI FE

val =l

BN E MR URERRE S RERAEN TR, FIURBEMES, 2
—HIRARFERAEUESS AN S S TRSHN, RBSS SMHHER ARG ETE
EIEE RS TR R IF R L,

ARALLBRARBY T HEHENES, BIHS SHBERA, B LM N HERSE
FIRERYEAN A QIR T IR BURS I EREE , HEA R EARREE B SR TEN A

RERF RIS B

NZSH2E/Z (Content-Based Threat Detection)

SRR TEURIP URRIP IR RIS Webi3i

FNEELZ (Policy-Based Protection & Restriction)

EX2IIE AT fekaEhiF=E BERE BT IPHMSE I BN RzFAfNEL BRI

1TFE2 (Behavior-Based Threat Detection)

TRSATEHE R

RZETEE (Content-Based Network Packet Filtering)

R U=E RN = HEESERF IS A EBFMEERR oG =21 WebfiR55£RIF

NEEEE
RBBLUXXHERNENRFP BN, BAaRABEaEHTEE, WEmEE RN T
P ZER B A RIEFEHITIRE IR ZEXNNAAREWRALITINEE:

1. XHFREY I
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NHRGE

HUORONG SECURITY

o MHER: BENMH. REBNHG;

o IhEEEN: HXHIIIT. B iAREY, XU EmEE A RFESI

EXRN XA RITAE. BRAULRES SHEREEFRNHER, aiF

ARSI EBREES;

2. TFEIRP

o MHER: BENMH. REBNHG;

® INBEEN: SXMRBEEERM, SNkds. THTASENREIRIMATH

EIRWCCHEY, THEEIPIEZEIANARBS 5| BN XA HTTEM,

THRPHEXET, SXHRNEEEL T REEXHRITRESE, 7

AR LB REN ORI X G 5 — BB X # TR EEH;

3. UZERFF

o MHER: BERMH. REBNMG;

o INEEEX: = UBRREBAN, BIAARKBESIEEHN UBPHXHHITH

o FIEY, HMREXMAGEF U BEFELTEERGE REEEIUREHRITE

g;

4. BRUHEREEH

o [HESR: RMHE;

o IJEEEN: HEEFHITH, RURELEHERZEIANF ARSI EXNIERF

XEFHTHM, MRIRFNARGRENERBR RS AITFIZRHNRES

R, ERAFBEEFENHREINF, HEFHIRMRERE;

5. R

o MHER: BEIMH;
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NHRGE

HUORONG SECURITY

o IhAEEX: HEIHBAUMNKAEBAES, ERFSEEREETNGRRES
SEXTAER AN AR TR, AP LIRIEE C B REBERENIEREE,
IEREE E AR RN

6. Web 13##
* MHER. TENM;

BEREX : ZHiEE HTTP thiliEREIST URL FYIERAEHT, Web 13#E&ER

°
g

HANA RS EXHRWEINEEATHITRE, ZWERNAUER
WNEITHEABRF BT UEREITEAERR (URL) , NIRSHRMHT

RIFBISTHS;

WUIE=R A=
ENBERERERNEED, BASEFRATE, IUESEFREY, FHRER
BB PSR SR B PN, AR BRI B, XA BT A0 A,
BENRAAR ST LTI
1. RGME IR, ERRERP. HZER)
o DUES: BEWM. WA
o MEEN: RIMRERLENM. ERE. HESEERRIERN, AAR
BB IR R IR A BT T4, M AT SR T
4%
2. HTES)

o Bﬁﬁﬂi)ﬁ Il_a\ = EA{L-F\ @E 14:;
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NHRGE

HUORONG SECURITY

o INEEEN: HEFHITH, RITERISHHAXRITIRERESH SRR

MMFE XBT R, flindEda<iTeIR. BMRARKAE. MRS

&, NzaARERLELR;

3. fEReEfRIZE

o MHER: BEERMH. REBRMH. RHEE;

o INEEEN: HEAIRENRATEBENILBEI(E, WMMHERE. SHEERE

BXFE, S, RIBMEIREGFMEMIIERAF . ZINENEX

BTSSR AR ERVEENR, BAMMKBRAE. EBRH

B TERIER ESRINTIEE;

o MHER. BERHG;

o IhaEEX: LAFIMIAIRZ 0N B R A R R IR IZHIT R

i
[
o
¢
a1
&
>

X R RRRA
5. BEXMIFH!
o MHER: EERMH. REBRMH. RHE
o INREEX: AMEEFIERFREMITA, BILE TCP BERIFZFRIHIAFIN
IR1T A, FHEILDAIRGIER B EEM TEER;
6. P szl
o MHER: BEERMH. KB4 RHE;
o INEEEN: LIMNIBFE IR IP R HIEMNMEEIERE;
7. BEXGHFEN

o MHER: TRNMH. RENH. RHEN. TRMNEARS;
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HUORONG SECURITY

® INREEN: AFAFPBREXXM. EMERMGIFAN, LUAKMut=gxin, 75

ERF BRI BRLBEEHITRIP, JIHFEMUEHITIZE;

8. RZFANNE
o MHER: BEWE;
o INEEEN: BEARKNAREMEHIENITH, BHIENBRGREEZT BB
AXT R RTINS ;
9. BBk
o MHHER: BIARE;
o INEEEN: BLEAFEEXERERFIFINER FRITH, RIFAFHR
Fh&k2;
THEER
ERFETH, BFNS aERBITREZBEMER. ThEZBERM RN
ERHITXBNMER, FEHE, RERITANSEDITER, HRERAXDINEBHIER
FRTRREEEEM. Y RIMEMET, 1T 8208 B HIE R X BORE ZI200HAT,
HRATREHIEIREZ =SB ENR, XHRBEFRNS S, ZENN AR 2R
LA Th8E:
1. RETRER

o MHER: BTERMH. RENH;
o IIREEN: MUE=BENBRIIE=E RN EBEXRAMERITIZE, ™
TREBENTEEHENEFNITA#ITRARD . BEEFNEN D)

EHAEUAERSRB BTN, MM ahfENITHEIA SN AR £
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HUORONG SECURITY

SRe, BN, DRI “FROKRTD” M VEEABER” XEAEHE, 15
REEFIEFTRD, B “FHROKRTJUGTEABFR" XMTHRLAEREMEA
ReT, THEBENEXMETILL;
2. RHREIZH

o [HER: RMHEN;

® INREEN: NHRHRELEINGEHLE, W ERHERRITAEE
TEMBITEER. I—FK, WRESHEMHET RETAXA “AHH%
E AN, MASEIRILEENAARE, Fill, AFE 3.0 ka5

ANTITRBRZBHRIAZNRENRETN;

\

ceér

RBETIEE
RBETEETERILI ARBERNEHEENT 2R, BETFRE TR AR,
ZENNANA R 2 AT II6E:
1. EEWiLE=E
o MHHER: FRNERE;
o IJEEEN: RIEWRIX HTTP IERRBW D, EHNEREBAAXNADHE
5. NEFE. BRIFEFRLBENPLMILRAR;
2. PIBANIRIZEL
o MHER: SRFBYE;
® INREREN: 7E IP BN HIEMNIESIEEHITON, SAIERITAERATHNER
TMHEESRFERREIT N, WXEZES,;

3. HEREBERF
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HUORONG SECURITY

o KHESR: BENH. BERGE;

o INEEEN:. BERETERANIENGE, 2EBEIERBSBENFRERNN “4
AER” , ZINEETEMLZE M Windows RPC XA MIF = EBEER B
BT,

4. XHNREIZE

o KHESR: BERENE,

o INEEEN: 7 IP EXHILMANMEEIEEHT AN HERLRINRENSE
AR ETTA;

5. {EBFWEKHF

o KHESR: BENH. BEKGE;

o INEEEN: BENEITREMNETRIMIGEITEN, WIHEBREENARE]
AE N L IRRRRESITA;

6. BKEEH

o [MHHES: BEWE,;

o INEEEN: WIEXMLFREHTIMY DTS NH L+ FIE SMB. RPC. RDP
FMNMBFETA, RNHEETEESNKENENRBEZIEITN;

7. Web RS {RIF

o [MHHES: BEWE,

o INEEEN: BIXRLIMEFHITNNI A, 1NHEMTBEEHT IS,
Apache & Web [RERBENKEITH;

G LR, KFZE2RHRIELRDEHERAENELN L, Eay RGEHITE, RN

ZHRBTHERARRNEASE S, DKRITERE. BRNGEEHEFRE R,
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